
Embedding Rust

Adding Rust to embedded projects



Embedding Rust

● Calling Rust static library

● From existing C-ABI application
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Reasoning

There are good reasons why we not always choose “bare metal” Rust:

● Existing project

● Vendor environment (STM-IDE, NRF Connect SDK, ESP-IDF)

● OS (FreeRTOS, Zephyr, etc.)

● Certification (of RF stack)



Reasoning

However we might still want to use Rust for some parts:

● Strict

● Safe

● Efficient

● Crates

● Async





Difficulty

Rust makes it easy!

● Extern: just like a C-style function

● No-mangle: exact symbol names

● #[repr(C)]: memory layout is identical to C



Difficulty

Rust makes it sometimes not so easy…

● Need to check a lot more (but you should’ve probably checked that regardless)

● Memory ownership is complicated (but it always was)

● Rust can “panic”



Difficulty

What makes Rust loved is laid bare when integrating into foreign systems (FFI).

Because now you have to do a lot of it manually.



Cases - Protocol

Implementation of byte-packet protocol in Rust.

● Embedded in C

● Server in NodeJS

● CLI in Rust
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Approach

Presentation of a simplified protocol.

● Define FFI boundary

● Compile static `.a` library

● Run `cbindgen`, get header file

● Include headers & link to library

● Call Rust code!
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Conclusions

● Calling Rust from your embedded C is easy.

● But there are some catches and caveats, so be careful.

● Rust can be a great addition to your project.



Further Reading

Interoperability: “a little Rust with your C”:

https://docs.rust-embedded.org/book/interoperability/rust-with-c.html

Tips for C developers:

https://docs.rust-embedded.org/book/c-tips/index.html



Need help?
Freelance embedded software & hardware engineer

https://sarif.nl




